Apex International Airport - CCP

1. Risk Inventory/Assessment
Airports potentially face a wide range of crises, but not all risks have the same probability
or impact. To prepare effectively, Apex International Airport has identified three major
risks: severe weather disruption, aircraft accidents or runway incidents, and
cybersecurity breaches. Each has been rated based on Fern-Banks’ scale.

The chart below visually represents these risks. Severe weather is the most likely with a high
impact, reflecting on the airport’s exposure to weather incidents and other events that delay air
travel. Aircraft accidents are less likely, but they have the highest impact, making them a critical
but low-probability risk. Cybersecurity breaches are moderately likely but can disrupt operations
and lead to damage to the public’s trust if sensitive data or systems are compromised.
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2. Holding Statements

Scenario 1: Severe Weather Disruption:

At approximately [time] today [day/date], Apex International Airport began experiencing
significant weather impacts, including [type of weather impact(s)]. In response, we have
activated our Emergency Operations Plan, and we are working with airlines, the FAA,
and any other necessary stakeholders to ensure passenger and employee safety. This
situation is ongoing, but our priority is protecting the safety of travelers and staff. More
information will be provided as it becomes available.



Scenario 2: Cybersecurity Breach:

At approximately [time] today, [day/date], Apex International Airport identified a
cybersecurity incident affecting [system, ticketing, etc.]. Our IT and security teams
immediately activated the airport’s Emergency Response Plan and are working with
federal authorities and cybersecurity specialists to investigate and contain the issue. At
this time, [level of ] operations continue, and we are focused on protecting the integrity of
our systems and the information of our passengers. Updates will be provided as soon as
more information is confirmed.

3. Crisis Management Team (CMT)
President/CEO of AIA

PR/Comm Director (me) as Spokesperson
Chief of Operations

Director of Security

Director of IT

Director of Human Resources

s

Airline Partners (Delta, United, American, etc.)

Pilots and flight crews

Federal Aviation Administration

National Transportation Safety Board

Stores in the airport (restaurants, souvenir shops, etc.)
Local emergency services

Ground transportation partners (e.g., shuttles, trains, taxis)

5. Social Media Guidelines

e Clearly distinguish personal opinions from official AIA communications; if identifying
yourself as an employee, include a disclaimer that your views are your own and don’t
represent the airport.
Obtain proper approval before posting on any official airport accounts or pages.
Uphold all applicable laws, including those related to privacy and copyright.
Respect passenger and coworker privacy by never posting photos, videos, or details
that could identify them without their permission.

e Don’t share any unverified information about airport operations, security incidents, or
emergencies. Only official AIA channels should release such updates.

e During a crisis, direct any media or public inquiries to AIA's Communications team;
do not respond personally on social media.



